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Abstract  
The Healthcare industry has been expanding enormously. 

Simultaneously, fraud in the healthcare industry is 

becoming a critical problem. One of the serious issues is the 

misuse of healthcare insurance systems. The misuse and 

fraud in the healthcare insurance systems significantly raise 

the costs of healthcare services for the providers and 

patients. One of the methods for healthcare fraud detection, 

through which these costs can be decreased, is to detect 

unusual medical practices which could possibly signify 

misuse or fraud. In this research paper, we have proposed a 

fraud detection approach which attempts to detect which 

medical practitioners show aberrant behaviour in their 

medical insurance claims. Based on the procedures 

performed by the medical practitioners, this algorithm tries 

to determine if, and when, medical practitioners function 

out of the standards of their own specialty, which may 

signify misuse of medical insurance systems or dearth of 

knowledge about billing policies. This research analyses the 

performance of the proposed approach against the 

Multinomial Naïve Bayes algorithm, used in the previous 

research to detect anomalies in the publicly available U.S. 

Medicare dataset. By analysing the results obtained by both 

the algorithms, we were able conclude that the proposed 

fraud detection approach yields better results.  
 
Keywords: Data Mining; Healthcare; Fraud Detection; 

Multinomial Naïve Bayes Algorithm; Link Analysis 
Algorithm; 
 
Introduction 
Healthcare is a prominent concern for all the people in the 

world. Hence, for almost all the countries, healthcare has 

become a prime expenditure. As a result, healthcare 

industry has become one of the largest growing industries 

creating a greater impact on the countries’ economies. 

Healthcare industry is a compound and complicated system. 

It involves various specialized medical practitioners 

qualified to diagnose several diseases and perform various 

types of medical treatment plans and procedures on the 

patients. But in every healthcare organization, there are 

physicians, pharmaceutical dealers and manufacturers, and 

medical staff that are to be paid along with expensive 

medical equipment used for the treatment. As a result, every 

medical treatment and procedure is associated with 

substantial cost which is often not affordable by many 

patients. Hence, to make the medical treatment plans and 

procedures affordable to more number of people, medical 

insurance schemes were introduced to dispense costs across 

the healthcare network and so that the patients and the 

medical equipment can be paid uniformly. But with the 

growing network of the medical insurance systems, there has 

been a rapid rise in the misuse and fraudulent activities. 

The fraud in the healthcare industry has been a perpetual and 

critical problem for the government and taxpayers. The 

healthcare fraud detection has always been a matter of interest 

for the researchers. Traditionally, the healthcare frauds were 

detected manually by the auditors who used to manually 

assess the medical insurance data to identify unusual and 

suspicious claims. The traditional methods are quite 

expensive and time consuming. The manual detection of 

frauds or misuse in the healthcare insurance systems requires 

immense efforts and depends on the knowledge of the domain 

experts which could be specious. Hence, there was a need of 

automated systems to detect frauds in an efficient way. The 

modern advances of machine learning and data mining 

techniques paved the way for more efficient and automated 

detection methods. Thus, lately, in order to innovate more 

novel techniques, that can detect healthcare frauds 

automatically, mining of healthcare insurance data has 

gradually become a matter of interest. 

There are several different types of healthcare frauds based on 

which party commits the fraud. The different parties involved 

in the misuse of healthcare policies are the service providers, 

which includes medical practitioners, hospitals, healthcare 

organizations and pathology laboratories, insurance 

subscribers, which includes medical insurance claimants 

comprising of both medical practitioners and patients, and 

insurance bearers, comprising healthcare systems run by 

government and private medical insurance companies [1]. 

There are numerous sources which provides the raw data, for 

detecting healthcare frauds, which are generally insurance 

claims. There are various types of healthcare data that are used 

by researchers to detect frauds, other than the medical 

insurance claims, including data about the medical 

practitioners, medication and drugs data, prescriptions, data 

of bills and transactions [2]. HCFA (Health Care Financing 

Administration), an eminent health department of U.S. 

government, provides two healthcare programs, namely 

Medicare and Medicaid. Many of the researchers, to detect 

frauds and abuse in the healthcare systems, uses the data 

released by Medicare or Medicaid which involves data of 

drugs, billing transactions and medical practitioners. To 

detect fraud by a person associated with the healthcare 

system, behavioural observation or profiling approaches 

based on data mining techniques are used by configuring 

behavioural patterns and inspecting it to find out existing 

deviations from the usual patterns [3]. Researchers have 

divided data mining approaches into two categories: 

supervised and unsupervised learning [4], [5]. However, some 

cases require another approach of data mining called as semi-

supervised learning [1], [6]. Recently, many researchers use 

the healthcare data publicized by The Centers for Medicare 
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and Medicaid Services (CMS) for detecting frauds in the 

healthcare system [3], [7], [8]-[16]. Up till now, CMS has 

released the data only for the years 2012, 2013, 2014 and 

2015. For that reason, there is still scope for addition of 

more future work to detect misuse in medical insurance 

systems as all the research done using this data is in the 

prelusive phases. 

An anomaly detection approach, proffered by Arunasalam 

et al. [14], detects anomalies in the insurance claims data 

obtained from Medicare data by using Rule-based Data 

Mining. This approach uses unsupervised technique to 

develop applications that analyses medical insurance claims 

applying big data to detect anomalies and aid health insurers 

recognize hidden upcoding frauds which can’t be detected 

by the transaction handling systems. Reeder et al. [9] 

proposed an approach that applies supervised techniques 

and graph algorithms, to the graph obtained from the 

datasets, released by Medicare and Medicaid to determine 

possible threats in healthcare system. Chawla et al. [15] 

used CMS data, released for 2012 and examined the past 

schooling of medical practitioners to find out the way a 

medical practitioner practices. They attempted to ascertain 

possible anomalies by comparing procedures, payments, 

and medical school fees predicated on a geo-location survey 

done with the overall dispensation of school procedure fees 

and payments nation-wide. By discovering the correlations 

between the medical practitioners’ education backgrounds 

and the procedures performed by them, the proposed 

approach identify the medical practitioners who are 

possibly misusing medical insurance systems. Feng et al. 

[16] also used CMS 2012 data and while considering a 

single medical field, Urology, they analysed variability 

among the practitioners of Urology based on their usage of 

service and payment by using Linear Regression to 

predicted savings from a standard model of usage of 

service. Herland et al. [8] used multinomial Naïve Bayes 

algorithm in their proposed machine learning models which 

detects anomalies in the CMS 2013 data by predicting 

different fields of medical practitioners and classifying 

practitioners into their respective medical fields by 

analysing the medical procedures performed and billed by 

them. The machine learning model is evaluated with 5-fold 

cross validation by using F-Score computed for each field 

to identify when the medical practitioners shows 

unconventional behaviour in their medical insurance 

claims. 

In this research paper, we proffered a fraud detection 

approach which uses Link Analysis algorithm to detect 

anomalies from 2014 CMS dataset [17]. The anomalies are 

the physicians who acts suspiciously different from the 

conventions of their own specialty, that is, who performs 

medical procedures other than their own specialty. We also 

executed the Multinomial Naïve Bayes algorithm, used in 

the previous study [8], to analyse and compare the 

performance of both the algorithms. 
 
Material and Methods 

In this research, we have proposed a fraud detection 

approach, which is based on Link Analysis algorithm, to 

detect the medical practitioners who have used medical 

procedures other than their own medical field and claimed 

insurance for the same procedures, which could possibly 

indicate fraud or misuse of medical insurance systems. 

Bauder et al. [8] used Multinomial Naïve Bayes to detect 

anomalous medical practitioners. Our aim is to take further 

the work done by Bauder et al. [8], by executing our fraud 

detection approach on a similar dataset, and analyse the 

performance of both the approaches. To achieve this, we 

classified the dataset into different classes of the specialties 

or the Provider Types. Then the F-score is computed for each 

of the Provider Types. The F-Score indicates the ability of the 

algorithm to detect the suspicious medical practitioners or 

providers in a selected Provider Type. It indicates that it is 

simpler to detect anomalous medical practitioners or 

providers in the Provider Types with F-Score over 90% than 

to detect them in the provider types with F-Score below 90%. 

The research done in [8] detects aberrant providers in the 

provider types used a simple learner, Multinomial Naïve 

Bayes classifier and deduced that the provider types with less 

F-Score might require more focused work. One of the reasons 

could be the overlapping between the procedures performed 

across several provider types with less F-Score. Another 

reason could be the high number of instances per provider in 

the provider types with F-Score between 0.5 and 0.9. Hence, 

more advanced data mining techniques can be used to get 

better results. We have executed our proposed fraud detection 

approach on the provider types of all the ranges of F-Score. 

CMS Dataset: 

We have used the publicly available CMS 2014 dataset [17] 

which is publicized by The Centers for Medicare and 

Medicaid Services (CMS). This dataset contains healthcare 

insurance claims data of medical practitioners or providers for 

the treatment they provided to their patients. In this dataset, 

for each medical practitioner or provider, there are multiple 

records where each record represents insurance claims for a 

specific medical procedure performed by the medical 

provider. Every record consists of medical provider’s 

information including the medical provider’s name, National 

Provider Identifier, Provider Type or specialty, and place of 

services, along with the Healthcare Common Procedure 

Coding System (HCPCS) code for the medical procedure 

performed, description of the HCPCS code, the No. of times 

the procedure was provided, No. of Medicare Beneficiaries, 

the Avg. Medicare Allowed Amount, Avg. Medicare Payment 

Amount, etc. 
HCPCS code is a set of codes which denotes the medical 
procedures or treatments performed by the medical 
practitioners on their patients. National Provider Identifier is 
a unique identifier representing a medical practitioner or 
provider. For this research, we have extracted the following 
features from the dataset: providers’ Provider Type, National 
Provider Identifier, Name, HCPCS code of the medical 
procedures performed, and the number of times the medical 
procedure was performed i.e. number of services. A sample 
of the records present in the dataset with the extracted 
attributes is shown in the following table: 
 

National Name of Provider HCPCS No.   of 

Provider Provider  Type  of code services 

Identifier   the   

   provider   

1003000126 ENKESHAFI Internal 99222 357 
 ARDALAN Medicine   
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1003000126 ENKESHAFI Internal 99223 98 
 ARDALAN Medicine   

1003000126 ENKESHAFI Internal 99231 104 
 ARDALAN Medicine   

1003000126 ENKESHAFI Internal 99232 1418 
 ARDALAN Medicine   

1003000126 ENKESHAFI Internal 99233 175 
 ARDALAN Medicine   

1003000126 ENKESHAFI Internal 99238 330 
 ARDALAN Medicine   

1003000126 ENKESHAFI Internal 99239 223 
 ARDALAN Medicine   

1003000126 ENKESHAFI Internal 99291 23 
 ARDALAN Medicine   
 

TABLE I SAMPLE OF RECORD FROM THE DATASET 

Table I represents an extract of the records in the dataset 

indicating the information for the National Identifier 

Provider 1003000126. This extract of record shows that the 

provider ‘ENKESHAFI ARDALAN’ belongs to Provider 

Type ‘Internal Medicine’ and has performed multiple 

medical procedures signified by the HCPCS codes. The 

record also shows that how many times each of the 

procedure is performed by the provider indicated by No. of 

services. 

Link Analysis Algorithm:  
Link Analysis is a data mining technique which is used to 

analyse data by determining correlations between the nodes 

of a graph derived from the data, where nodes indicates 

objects in the data. PageRank algorithm [19], is one such 

Link Analysis algorithm, which was first used by Google 

to rank websites in their search-engine outcomes. In this 

algorithm, the World Wide Web is considered as a graph, 

where websites are nodes and links are edges, and the 

“importance” of the nodes in the graph is measured. This 

rank correlates to the probability that a “random walker” 

visits the node. The walker visits from node to node in the 

following way: with probability d, called damping factor, 

the walker selects a random outgoing edge and with 

probability 1 - d the walker moves to a random node. The 

value of damping factor is usually taken as 0.85. The 

PageRank scores, or the probabilities, are measured by 

using the following equation 1: 
 
 

(1) 

 

The above equation computes the PageRank score 

or probability  for the random walker to visit node  by 

first considering the damping factor d, then by adding up the 

probabilities of being adjacent node , and multiplied by the 

probability of the next edge (  In the above equation,  

represents the  node,  represents the  node,  

represents the out-degree on , and T is the count of all the 

nodes present in the graph. PageRank algorithm comes in 

various forms. Personalized PageRank algorithm [20] is a 

well-known and significant form of PageRank algorithm. 

Instead of starting from the random node, in Personalized 

PageRank algorithm, the walker starts from the selected 

nodes with higher priority. Personalized PageRank 

algorithm is a modified version of the PageRank algorithm 

which computes PageRank scores subjective to a specific 

area or matter of interest. 

Proposed Approach  
The proposed approach detects medical practitioners or 

providers who have performed one or more medical 

procedure other than their specialty or Provider Type. These 

medical providers who have used medical procedures other 

than the providers of the same Provider Type can be suspected 

as providers showing aberrant behaviour. These suspicious 

medical providers can be possibly termed as fraudsters who 

could be misusing medical insurance systems. 
1. Classification of the Provider Types: In this research, the 

proposed   algorithm  attempts   to   determine   which 
medical  provider  performs  medical  procedures  other 

than  his  own  Provider  Type  that  signifies  suspicious 
behaviour of the providers. Therefore, in the first step we 
classify the Provider Types of the providers listed in the 
dataset. From the records of every provider given in the 

dataset, we extract the Provider Type of the providers. 
There are 90 provider types in the dataset.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig. 1 Proposed Methodology 

2. Evaluation of F-Score:  After extracting the Provider 

Types, we find out two other fields which would be 

required to calculate F-Score for each Provider Type. 

Those two fields are number of instances i.e. the number 

of services performed under a Provider Type and number 

of procedure codes associated to that Provider Type. The 

F-Score indicates the ability of the algorithm or   

classifier   to   detect   the   suspicious   medical 

practitioners or providers in a selected Provider Type. 

The  F-Score  is  the  weighted  mean  of  Precision  and 

Recall which results in numeric value between 0 and 1. 

The best value for F-Score is 1 and worst value is 0. Each  

Provider  Type  is  assumed  as  a  class,  and  the Provider 

Type in the consideration is accounted as a positive class 

while remaining classes or the Provider Types  are  

considered  as  in  the  negative  class.  True positives ( 

  are the providers that are correctly identified to be 

acting within the norms of their Provider Type. False 

negatives ( ) are the providers that could not be 

classified correctly to be acting within the norms of their 



 Helix Vol. 8(5): 4061- 4070 

 
 
4064      Copyright © 2018 Helix ISSN 2319 – 5592 (Online) 

 

Provider Type. False positives (  ) are the providers 

who are actually acting outside the norms of their 

Provider Type but are wrongly indicated as if they are 

acting within the norms of their Provider Type. Recall 

indicates that a given provider is identified correctly in 

his Provider Type and not in the remaining 89 Provider 

Types. The Recall is measured as follows:  

(2) 

 

Precision indicates that a given provider is identified 

correctly against total number of providers, from the 
remaining 89 Provider Types. The Precision is 

measured as follows:  
 
 

(3) 

 

The F-Score is computed as follows:  
 
 

(4) 

 

3. Selection of the Provider Type: The provider types are 

then partitioned into three ranges of F-Score. The 

partitions of F-Score are in the ranges 0-0.5, 0.5-0.9 

and 0.9-1. In the previous research [8], the aberrant 

providers were detected using a simple learner, 

Multinomial Naïve Bayes classifier. The Provider 

Types which has F-Score between 0.9 and 1 i.e. over 

90% consists of less or no overlap in the procedures 

performed than the Provider Types with less F-Score 

and consists of more number of cases which represents 

that any simple classifier would produce better results 

under several circumstances. Hence, the provider types 

with less F-Score might require more focused work and 

better data mining techniques can be used to improved 

results. In this research, we have considered provider 

types of all the ranges and executed our proposed fraud 

detection approach on all the ranges. In this stage, we 

select a range of F-score is selected. Then in that range, 

we select a provider type in which we want to detect 

aberrant providers or outliers. 

4. Detection of aberrant medical providers in the selected 

Provider Types: To detect suspicious providers in the 

selected Provider Type, the algorithm determines those 

providers who have performed medical procedures that 

belongs to different Provider Type. These providers can 

be flagged out as suspicious or fraud providers for further 

investigation. It can be assumed that there must be 

similarities in the procedure patterns of the providers 

belonging to the same Provider Type. The providers who 

infringe this assumption can be possibly considered as 

fraudulent providers. To achieve this, we have proposed 

a novel algorithm based on Personalized PageRank 

algorithm. 

The proposed algorithm works as follows:  
(a) Generate a graph with medical providers as nodes 

and the similar procedure codes as the edges 

between the nodes. If two providers use similar 

procedure code, then there is an edge between those 

two provider nodes.  
(b) Then we select a Provider Type. For that specific 

Provider Type, we then set source nodes or providers 
belonging to that Provider Type.  

(c) The algorithm starts with selecting a random node in 

the set of source nodes and follows an edge visiting the 
next node.  

(d) Compute the score for that node by using Equation 1.  
(e) The nodes whose score is high but with different 

provider type than the initially selected one are 

considered as the aberrant providers indicating that 

these providers could have claimed for medical 

procedures that are prescribed by providers of different 

Provider Type.  
(f) These providers are flagged out as outliers for further 

investigation. 

We also executed the Multinomial Naïve Bayes algorithm, 

which was used by Bauder et al. [8] in their research, on the 

same dataset, to evaluate and analyse the performance of the 

proposed algorithm against the Multinomial Naïve Bayes 

algorithm. By finding the posterior probabilities of class 

membership based on each feature value, which is learned 

from a set of labelled training events, the Multinomial Naïve 

Bayes learner classifies new events. 

Analysis of performance of both the algorithms: After 

applying the algorithms, on a selected Provider Type, we 

identify providers who stands as outliers in their Provider 

Type showing suspicious and aberrant behaviour. We get two 

different list of providers including outliers determined by 

both the algorithms. We analyse the performance of both the 

algorithms based on the number of outliers detected by the 

algorithms, time required to detect outliers and ability to 

handle missing values in the procedure codes data. 
 

Results and Discussion 

This experiment attempts to identify those medical 

practitioners or providers who could be suspected of misusing 

medical insurance systems or involved in a healthcare fraud. 

To find out such fraudulent medical providers, we have 

attempted to take further the research done in [8] by 

implementing our proposed algorithm on a similar dataset and 

analyse the results and performance of our proposed fraud 

detection algorithm and the Multinomial Naïve Bayes 

algorithm used in the previous research. We have 

implemented our research on .NET framework using C#. The 

implemented model starts with loading and reading the CMS 

dataset. The screenshot of the dataset is shown in Fig. 2. Then 

the model classifies the provider types of the providers. There 

are 90 provider types in the dataset. For each provider type, 

the prerequisites for evaluating the F-Score, number of 

instances and the number of codes are computed. The 

screenshot of the classified provider types and the 

prerequisites of F-Score for each of the provider types is 

shown in Fig. 3. 
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Fig 2: Screenshot of the CMS Dataset 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3 Screenshot of the Classified Provider Types along with the Prerequites of F-Score 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4: Screenshot of the Provider Types with F-Score Range 0.9-1 
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In the next stage, the F-Score for each of the provider type is 

computed. Then the provider types are partitioned into three 

ranges as discussed earlier. In this research, we are focussing 

on the provider types with F-Score of all the three ranges. The 

F-Score range 0.9-1 consists of 7, the range 0.5-0.9 consists 

of 42 and the range 0-0.5 consists of 41 provider types out of 

the 90 provider types. Fig. 4 shows the snapshot of the 

provider types with F-Score over 90% (i.e. between 0.9 and 

1) along with the recall and precision values. We then selected 

provider types to find out outliers or aberrant providers in it 

from that range. The providers who have performed 

procedures of other provider types are considered as the 

aberrant providers acting outside the norms of their field 

indicating misuse or fraud in medical insurance systems. The 

outliers are those who have procedure codes of other field or 

provider type in their records. Since, originally, the dataset 

consisted of genuine medical providers, we made necessary 

changes in the dataset by altering the records and swapping 

the procedure codes of some providers to make them the 

outliers. For this experiment, we have named our proposed 

algorithm as ‘Ranker’ and Multinomial Naïve Bayes 

algorithm as ‘Naïve Bayes’. The outliers in the result shown 

in Fig. 5 are highlighted in light green. For example, we 

selected the provider type ‘Dermatology’. After applying both 

the algorithms, on the provider type ‘dermatology’, we got the 

list of providers in dermatology along with the outliers as 

shown in the Fig. 5. The outliers are those who have used 

procedure codes of other provider types. The results exhibit 

that the Naïve Bayes could generate 46 outliers while Ranker 

algorithm could correctly detect 56 outliers. After examining 

the records of the providers, we affirmed that there are 56 

outliers or aberrant providers in the provider type 

‘Dermatology’. This indicates that our proposed algorithm 

(Ranker) can detect more correct outliers than the Naïve 

Bayes algorithm represented in the graph shown in Fig. 6.

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5: Screenshot of the List of Providers of the Provider Type ‘Dermatology’ along with the Outliers (Highlighted) 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

Fig. 6: Screenshot of the Graph Representing the No. of Outliers Detected by Ranker and Naïve Bayes Algorithm in the 

Provider Type ‘Dermatology’ 
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We also analysed that Naïve Bayes algorithm took more time 

to generate results than the proposed Ranker algorithm. Fig. 7 

shows the representation of time comparison of both the 

algorithms for the provider type ‘Dermatology’. Fig. 7 is the 

screenshot of the graph representing the amount of time taken 

(in milliseconds) by both the algorithms to detect outliers in 

the provider type ‘Dermatology’. We also analysed the 

performance of both the algorithms based on their ability of 

handling missing values in the data. From this analysis, we 

learned that proposed algorithm (Ranker) handles missing 

values better than the naïve Bayes algorithm by deleting, 

ignoring, imputing or substituting data values wherever 

necessary. The comparison of both the algorithm based on 

ability of handling missing values in the provider type 

‘Dermatology’ is represented in Fig. 8. Fig. 8 shows the graph 

comparing the number of missing values handled by both the 

algorithm. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 7: Screenshot of the Graph Representing the Time Taken (in milliseconds) by the Ranker and Naïve Bayes 
Algorithm to Detect Outliers in the Provider Type ‘Dermatology’

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig. 8: Screenshot of the Graph Representing the No. of Missing Values Handled by the Ranker and Naïve Bayes 

Algorithm to Detect Outliers in the Provider Type ‘Dermatology’ 

As discussed earlier, we also executed both the algorithms 
on the other two ranges of provider types, i.e., 0.5-0.9 and 
0-0.5. For example, we selected the range 0.5-0.9 as shown 
in Fig. 9. We then selected the provider type 
‘Anesthesiology’. 

Fig. 10 shows a screenshot of the results of both the 
algorithms identifying the outliers or aberrant providers. The 
results in Fig. 10 shows that the proposed algorithm could 

identify more outliers than the naïve bayes algorithm.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig. 9: Screenshot of the Provider Types with F-Score Range 0.5-0.9  



 Helix Vol. 8(5): 4061- 4070 

 
 
4068      Copyright © 2018 Helix ISSN 2319 – 5592 (Online) 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig. 10: Screenshot of the List of Providers of the Provider Type ‘Anesthiology’ along with the Outliers (Highlighted) 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 11: Screenshot of the Graph Representing the No. of Outliers Detected by Ranker and Naïve Bayes Algorithm in 

the Provider Type ‘Anesthiology’ 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 12: Screenshot of the Graph Representing the Time Taken (in milliseconds) by the Ranker and Naïve Bayes 

Algorithm to Detect Outliers in the Provider Type ‘Anesthiology’ 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 13: Screenshot of the Graph Representing the No. of Missing Values Handled by the Ranker and Naïve Bayes 

Algorithm to Detect Outliers in the Provider Type ‘Anesthiology’ 
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The comparison of both the algorithms based on the number 

of outliers detected is represented by the graph shown in 

Fig.11. We analysed the performance of both the algorithms 

based on the speed of the algorithms and the ability to handle 

the missing values in the data. Fig. 12 and Fig. 13 shows the 

graphs representing the time taken by both the algorithms, to 

generate outlier results and their ability to handle missing 

values in the Provider type ‘Anesthesiology’ respectively. 

Fig. 12 and Fig. 13 clearly indicates that the Ranker takes less 

time to generate results and handles more missing values than 

the multinomial naïve bayes algorithm. 

Similarly, we executed both the algorithms on all the provider 

types. Most of the results inferred that the proposed fraud 

detection algorithm tends to identify more outliers in less time 

as compared to the Multinomial Naïve Bayes algorithm while 

handling more missing values. Thus, the results and analysis 

deduced that the proposed fraud detection algorithm detects 

fraud or misuse of medical insurance systems by identifying 

the medical practitioners who have used medical procedures 

other than their own medical field and claimed insurance for 

the same procedures. It also deduced that the proposed fraud 

detection algorithm shows better performance and generate 

improved results than the Multinomial Naïve Bayes 

algorithm. 
 
Conclusion 

In this paper, we proposed a fraud detection approach that 

attempts to identify aberrant medical practitioners who have 

performed medical procedures that are different from the 

other practitioners of their field possibly indicating fraud or 

misuse of medical insurance systems. The proposed 

algorithm works on the concept of Link Analysis algorithm. 

We tried to analyse the performance of the proposed fraud 

detection algorithm against the Multinomial Naïve Bayes 

algorithm used in the previous study. By analysing the results 

of all the provider types, we conclude that, in terms of 

performance and accuracy, our proposed fraud detection 

algorithm generated better results than the Multinomial Naïve 

Bayes algorithm. The proposed fraud detection algorithm 

could detect more number of outliers or aberrant medical 

practitioners in less time while handling more missing values 

in the data than the Multinomial Naïve Bayes algorithm. A 

possible drawback of Naive-Bayes could be that the 

frequency-based probability estimate will be zero if there are 

no occurrences of a class label and an attribute value together. 

Thus, the posterior probability estimate gets affected when 

the probabilities are multiplied gives a zero, given a 

conditional independence assumption. Another drawback 

could be that it makes a firm assumption on the form of data 

distribution. It assumes that any two features are independent, 

which is not always the case. In this research, we executed 

and analysed the proposed fraud detection algorithm on the 

CMS dataset, which contains healthcare insurance claims 

data of medical practitioners for the treatment they provided 

to their patients. The proposed fraud detection approach 

considered only the attributes of medical providers’ Name, 

National Provider Identifier, Provider Type, HCPCS code of 

the procedures performed and the number of services. The 

CMS dataset provides other attributes such as Number of 

Medicare Beneficiaries, the Average Medicare Allowed 

Amount, Average Medicare Payment Amount, etc. which can 

be focussed and worked upon to detect more suspicious 

providers based on their insurance claims’ payment and 

benefits. 
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